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Abstract: This study proposes a federated graph-learning framework for detecting money-
laundering activities across financial institutions without sharing raw customer data. Four banks
participated in local training using transaction-graph structures containing 15.7 million nodes and
112.5 million edges. A global aggregation mechanism was used to synchronize encrypted model
parameters. Compared with local graph models, the federated framework improved the average
AUC from 0.84 to 0.90 and increased precision at 10% recall by 29.7%. Robustness tests showed
stable performance even when one institution exhibited severe label imbalance. Differential-privacy
noise prevented reconstruction of sensitive records under gradient-inversion tests. The results
confirm that cross-institution modeling can significantly enhance detection accuracy while
maintaining data confidentiality.
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1. Introduction

Money-laundering activities typically involve complex transaction chains that span
multiple accounts and often multiple financial institutions. This cross-institutional
structure makes laundering schemes difficult to detect using rule-based systems or
models trained within a single organisation, as critical information is fragmented across
institutional boundaries [1]. Traditional AML systems therefore generate large numbers
of alerts while failing to capture multi-step patterns that emerge only at the transaction-
network level, resulting in high false-positive rates and substantial investigation costs [2].
These limitations have motivated a growing interest in modelling approaches that
explicitly represent transactional relationships and support collaboration across
institutions.

Graph-based methods have emerged as an effective way to capture the relational
nature of financial transactions. By representing customers, accounts, and transfers as
nodes and edges, graph models can exploit multi-hop dependencies that are inaccessible
to tabular or rule-based approaches [3]. Graph neural networks (GNNs) further enhance
this capability by learning structural and contextual representations directly from
transaction networks and have demonstrated strong performance on AML datasets, even
under severe class imbalance [4]. Beyond improvements in standalone detection models,
recent system-level studies emphasise collaborative AML frameworks in which
institutions jointly contribute to model training while preserving local control over
sensitive data, highlighting the feasibility and potential benefits of cross-institution
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learning in realistic AML settings [5]. Despite this progress, most existing graph-based
AML studies remain confined to data from a single institution and therefore cannot learn
the cross-bank patterns that characterise large laundering networks.

Federated learning (FL) provides a natural foundation for collaborative AML
modelling by enabling institutions to train a shared model without exchanging raw
transaction data. In this paradigm, customer records remain on local servers, and only
encrypted or aggregated model updates are communicated during training [6]. Prior
work applies FL to fraud-related tasks, including credit-card fraud detection and
suspicious-transaction scoring, and reports performance gains while maintaining data
separation across institutions [7,8]. Commercial platforms further demonstrate that
federated infrastructures can support inter-institutional cooperation while complying
with regulatory and data-protection requirements [9]. However, many of these
applications rely primarily on tabular features or aggregated statistics and do not fully
exploit the rich relational structure of transaction networks. Federated graph learning
(FGL) extends FL to graph-structured data by allowing each institution to train graph
neural networks on its local transaction graph while participating in global aggregation.
Recent research addresses challenges such as non-independent and non-identically
distributed data, structural heterogeneity across clients, and privacy preservation when
local graphs differ in scale or schema [10,11]. Early financial applications include
federated GNNs for fraud detection and graph-based models enhanced with privacy-
aware mechanisms [12]. Nevertheless, comprehensive studies of FGL for AML remain
limited, particularly in scenarios involving large, heterogeneous transaction graphs
drawn from multiple financial institutions. Privacy considerations remain central to
collaborative AML modelling. Although FL avoids direct data sharing, prior research
shows that sensitive information can still be inferred through gradient-based
reconstruction and inversion attacks on model updates [13,14]. To mitigate these risks,
differential-privacy mechanisms and related defences have been introduced to limit the
reconstruction of individual records from shared parameters [15]. For AML applications,
where transaction data contain highly sensitive personal and financial information, it is
essential to evaluate detection accuracy and privacy leakage jointly under realistic threat
models. Existing AML-focused studies rarely integrate federated graph learning with
explicit gradient-inversion testing and formal privacy guarantees, leaving uncertainty
about the operational safety of such approaches in practice. Taken together, the current
literature indicates that cross-institution AML detection remains underexplored at scale.
Empirical evaluations of federated graph-learning methods on large transaction networks
from multiple banks are scarce, particularly when node types, edge semantics, and data
distributions differ across institutions. Moreover, most studies focus on aggregate
predictive metrics and provide limited insight into how performance degrades when
individual institutions face extreme class imbalance or limited labelled data. Although
privacy preservation is a key motivation for federated approaches, joint analyses that
combine graph-based federated training with differential-privacy mechanisms and
explicit privacy-attack evaluation remain uncommon in AML research.

This study develops and evaluates a federated graph-learning framework for AML
detection across four financial institutions. Each institution constructs its own transaction
graph, yielding a combined total of 15.7 million nodes and 112.5 million edges. Local
GNNss are trained within each bank, and encrypted model parameters are aggregated to
form a shared model without exposing raw transaction data. The evaluation compares
federated and local-only models, examines robustness under severe label imbalance, and
assesses the effectiveness of differential-privacy noise in mitigating gradient-inversion
attacks. The results show that cross-institution graph learning can improve detection
accuracy while limiting privacy leakage, demonstrating that federated graph learning
offers a practical and scalable solution for collaborative AML on heterogeneous
transaction networks.

163



Journal of Sustainability, Policy, and Practice Vol. 2, No. 1 (2026)

2. Materials and Methods
2.1. Dataset Characteristics and Study Context

The study uses data from four financial institutions. Each institution built a local
transaction graph from twelve months of internal records. The combined graph contains
15.7 million nodes and 112.5 million edges. Nodes represent customers or accounts, and
edges represent transfers with amount, channel type, and time. Basic activity indicators
and past alert signals were included as node features. Only records with complete
identifiers and valid timestamps were kept to maintain graph consistency. Labels came
from historical investigations and were highly imbalanced, with positive cases below 0.3%
of all labelled nodes.

2.2. Experimental Design and Comparison Groups

Each institution trained its own graph neural network (GNN) on the local graph. Raw
data were not shared. During federated training, institutions exchanged encrypted model
parameters at fixed intervals. The experimental model was the federated version created
through repeated aggregation. The control models were the four local GNNs trained
independently with identical architectures and hyperparameters. All models used the
same number of epochs and the same optimisation settings. This design isolates the effect
of cross-institution training and removes differences due to model size or training
schedule.

2.3. Evaluation Metrics and Quality Control

Performance was measured using AUC, precision, recall, and precision at low recall.
These metrics match how AML systems are evaluated in practice. Predictions were linked
to historical outcomes to compute each measure. Alerts with missing labels or conflicting
investigation records were removed before training. Each institution checked its graph for
incomplete nodes, repeated identifiers, and invalid timestamps. During federated training,
each update was checked for correct format, size, and encryption before aggregation.
These steps kept the local and global models trained on data of comparable quality.

2.4. Data Processing and Model Formulation

Node and edge features were normalised using the same rules across institutions.
Message passing was used to update node representations. The update rule at layer 1+1

is:
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where N(i) is the neighbour set of node i. Federated aggregation used a weighted
mean:
K
egloba1= Z oy O,
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with 0y the parameters from institution k and oy proportional to local sample size.
The aggregated parameters were returned to each institution for further local training.

2.5. Training Workflow and Parameter Settings

Training was organised in rounds. Each round began with local GNN updates for a
fixed number of epochs. Institutions then encrypted their model parameters and sent
them to the coordinator. After aggregation, the updated parameters were distributed back
to the institutions for the next round. All local models used the same learning rate, batch
size, and stopping rules. Gradient clipping stabilised training, and nodes with very large
degree were handled by sampling a limited number of neighbours. In a separate test,
differential-privacy noise was added to the parameter updates to assess resistance to
gradient inversion. This workflow kept all customer data local while enabling a shared
model across institutions.
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3. Results and Discussion
3.1. Performance of the Federated Graph Model

The federated graph model achieved higher detection accuracy than all local models
trained at individual institutions. Local models reached an average AUC of 0.84 and
produced low precision at 10% recall. After federated training, the shared model reached
an AUC of 0.90 and improved precision at 10% recall by 29.7%. The largest gains appeared
in the low-recall region, which is the range used most often in AML case triage. Figure 1
shows ROC and precision-recall curves for both local and federated models. The
improvement pattern is consistent with earlier fraud-detection studies using federated
graph methods on distributed data [16].
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Figure 1. AUC and precision-recall curves for the federated model and the local models on the test
set.

3.2. Performance under Heterogeneous Graph Structures and Label Imbalance

The four institutions differed in graph size, node degree, and label density. One
institution had far fewer positive labels and a sparser network, which resulted in a weak
local model with an AUC of 0.79. After federated training, this institution's AUC increased
to 0.87, and its precision at 10% recall rose by more than 20%. The other institutions also
showed smaller but steady gains. These results indicate that shared training helps weaker
participants and does not depend on any single institution's graph size. Figure 1 separates
the performance curves for all institutions and shows that the largest relative gains
occurred where label imbalance was most severe.

3.3. Effect of Differential Privacy on Accuracy and Resistance to Reconstruction

We tested gradient-inversion attacks to examine privacy risks. Without differential-
privacy (DP) noise, partial reconstruction of a few high-degree nodes was possible,
although full edge patterns could not be recovered. After adding Gaussian noise to the
parameter updates, reconstruction dropped to near-random accuracy. The AUC
decreased slightly from 0.90 to 0.88, and precision at 10% recall dropped from 0.27 to 0.25.
Figure 2 shows the relationship between added noise and model accuracy. These results
indicate that privacy protection can be strengthened with a small loss in detection
performance [17,18].
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Figure 2. Detection accuracy and reconstruction risk under different levels of differential-privacy
noise.

3.4. Comparison with Related AML Studies and Practical Implications

Existing AML research often focuses on single-bank datasets or centralised graph
models. This limits the ability to detect laundering schemes that span multiple institutions.
The present study shows that federated graph learning can improve detection accuracy
while keeping customer data within each institution. Previous work has reported gains
from graph-based AML models and from federated learning in financial settings, but few
studies combine both approaches on large heterogeneous transaction networks [19,20].
Our results also show that explicit privacy tests are necessary when model updates may
reveal sensitive information. The main limitations of this study include the use of four
institutions from similar regulatory environments and offline replay experiments rather
than real-time deployment. Future work may include more diverse institutions,
additional product types, and online learning settings.

4. Conclusion

This study evaluated a federated graph-learning method for detecting money-
laundering activity across four institutions. The federated model reached higher accuracy
than all local models and produced better precision at low recall, which is the range most
used in AML review. It also remained stable when one institution had very few positive
labels, showing that shared training can help institutions with limited data. Adding
differential-privacy noise reduced the success of reconstruction attacks while keeping
performance close to the original model. These results show that it is possible to improve
cross-institution detection without exposing customer records. The study has limits: the
institutions operate under similar conditions, and the experiments were run offline rather
than in real time. Future work may test more diverse settings, examine live deployment,
and study how training rules influence both accuracy and operational workload.
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